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Abstract

The heterogeneous and dynamic nature of the Internet of Things (IoT) creates chal-

lenges that go beyond the traditional computer-based network model. These challenges

are commonly related to the fragmented and unpredictable mixture of devices with in-

dividual capabilities that may pose a barrier to achieving interoperability and managing

devices in the context of IoT.

This study addresses interoperability and management challenges by introducing a

tool for achieving interactive job execution over a network of heterogeneous devices. The

proposed tool, named Runlet, is a cross-platform application that runs across many archi-

tectures and operating systems, such as ARM, Linux, macOS, and Windows. It uses both

the protocol Advanced Message Queuing Protocol (AMQP) and the broker RabbitMQ

for reliable message delivery.

The protocol AMQP is an open standard Machine-to-Machine (M2M) publish/sub-

scribe messaging protocol optimized for high-latency and unreliable networks that enables

client applications to communicate with conforming messaging middleware brokers. Rab-

bitMQ is an open-source lightweight message broker that supports various messaging

protocols and can be deployed on-premises and in the cloud.

The architecture of Runlet is discussed in detail both conceptually and computation-

ally, including the reasoning behind architectural decisions and selected technologies. The

evaluation is conducted through an experimental approach that assesses interactivity and

reliability on a testbed of devices composed of single-board ARM computers and laptop

devices. The experimental results show that the application offers interactivity under

different scenarios and provides reliable message delivery even after node and server fail-

ures.

Keywords: Runlet. IoT. AMQP. RabbitMQ.
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Chapter 1

Introduction

The heterogeneous and dynamic nature of the IoT creates challenges that go beyond

the traditional computer-based network model. These challenges are commonly related to

the unpredictable mixture of devices with individual capabilities that may pose a barrier

to achieving interoperability and managing devices in the context of IoT (ELKHODR;

SHAHRESTANI; CHEUNG, 2016).

The IEEE describes interoperability as Şthe ability of two or more systems or com-

ponents to exchange information and to use the information that has been exchangedŤ

(GERACI et al., 1991). Achieving interoperability is indispensable for devices across

different networks and a difficult task given the IoTŠs competitive nature and rapidly

evolving wireless technologies. This commonly results in integration issues where hetero-

geneous devices cannot communicate with one another (ELKHODR; SHAHRESTANI;

CHEUNG, 2016).

In addition to that, IoT solutions need to handle unique management scenarios that

go beyond the traditional capabilities of remote control, monitoring, and maintenance of

devices. For example, a system that supports remote monitoring of tasks across a Ćeet

of heterogeneous devices may highly beneĄt from a tool that offers the ability to monitor

and troubleshooting errors in real-time, reducing maintenance costs and accelerating the

response time of maintenance tasks.

This study Ąlls the gap in the state of the art by presenting a tool that achieves

interactive job execution over a network of heterogeneous devices with reliable message

delivery. The tool, named Runlet, grants the user the capability of interacting with the

shell from any connected device during job execution, which is particularly useful in a

scenario that requires user input for successful script execution. A few potential use areas

include Continuous Integration (CI), Continuous Delivery (CD), and remote monitoring

and management of devices.

Runlet is a cross-platform application that runs across many architectures and oper-

ating systems. It uses both the protocol AMQP and the broker RabbitMQ for reliable

message delivery. The AMQP protocol is an open standard M2M publish/subscribe mes-
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saging protocol optimized for high-latency and unreliable systems that enable client appli-

cations to communicate with conforming messaging middleware brokers (AMQP, 2020).

AMQP uses queues for delayed delivery of messages, allowing messages to be queued for

offline nodes and delivered once they are online. This feature is crucial in a dynamic

scenario such as an IoT network in which nodes join and leave the network frequently due

to network instability or power outages.

The application is evaluated using an experimental approach that assesses interactivity

and reliability on a testbed of devices composed of single-board ARM computers and

laptop devices. The results show that interactivity is accomplished under a variety of

scenarios and devices with different architectures. It also shows that message delivery is

reliable after both node and server failures.

1.1 Motivation

The primary motivation of this study is to introduce a new cross-platform solution

for interactive job execution over a network of heterogeneous devices that is optimized

for unreliable networks. The idea came up after the author noticed a lack of solutions

providing means of interacting with jobs on remotely connected ARM devices like the

Raspberry Pi. The proposed application addresses not only that but also gives the ability

to performing such actions from different platforms and operating systems.

1.2 Objectives and Research Challenges

This study has the primary objective of introducing a cross-platform tool for interactive

job execution across a network of distributed heterogeneous devices with reliable message

delivery. A few secondary objectives are also set:

o Present the reasoning behind the set of open-source components selected for dealing

with interactive execution on a network of distributed devices.

o Describe RunletŠs architecture and the motivation behind architectural choices.

o Show the application in action using an experimental approach that evaluates in-

teractivity and reliability.

1.3 Hipothesys

Interactive job execution can be accomplished on a network of distributed heteroge-

neous devices with reliable message delivery through a cross-platform application built

on top of open-source components and libraries.
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1.4 Contributions

This study contributes with a tool for interactive job execution that leverages the

power of the messaging protocol AMQP and the broker RabbitMQ for reliable message

delivery on heterogeneous devices.

1.5 Research Method

The literature review provides a comparative analysis of communication protocols

and message brokers that are commonly used in the context of IoT The review com-

pares communication protocols AMQP, CoAP, MQTT, and XMPP, and message brokers

Apache Qpid, Apache ActiveMQ, and RabbitMQ. The selection is arbitrary based on

web search results and open-source community engagement. The search engines used are

ACM Digital Library 1, CiteSeerX 2, IEEE Xplore Digital Library 3, Google Scholar 4

and ResearchGate 5.

The architectural choices are presented in detail, considering the characteristics of the

selected protocol and broker. It also considers the set of open-source components and

libraries that were arbitrarily selected for developing the tool based on cutting-edge fea-

tures and personal preference. The application is composed of a daemon service written in

Golang and a cross-platform desktop manager written in JavaScript using Electron. The

desktop manager provides the ability to create, manage, and trigger jobs, view times-

tamped logs created by each job execution, and a summary of recently triggered jobs.

The daemon is connected to the application and is responsible for creating and managing

service workers that fulĄll requests.

An experimental approach is used to evaluate Runlet in regards to interactivity and

reliability. The experiments involve the assessment of interactivity under different scenar-

ios of jobs executions, the addition of nodes to the RabbitMQ cluster, and the observation

of the brokerŠs behavior after node and server failures. The testbed of devices includes

single-board ARM devices and laptop devices.

1.6 Expected Results

A cross-platform tool for interactive job execution over a network of heterogeneous

devices that delivers messages in a reliable manner and recovers from failures without

losing data.

1 https://dl.acm.org
2 https://citeseerx.ist.psu.edu
3 https://eeexplore.ieee.org
4 https://scholar.google.com
5 https://researchgate.net
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1.7 General Scheme of Dissertation

This study has Ąve (5) chapters. Chapter two (2) presents a literature review that

compares communication protocols and message brokers to contextualize the contribution

of this study. This chapter also discusses related work from an academic and commercial

standpoint. Chapter three (3) outlines RunletŠs architecture and the reasoning behind ar-

chitectural decisions and technology choices. Chapter four (4) describes the experimental

evaluation that assesses interactivity and reliability. Chapter Ąve (5) elucidates the study

conclusions, including main contributions, technical contributions, and future work.
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Chapter 2

Background and Literature Review

This chapter presents a background review of message-oriented protocols and message

brokers that are commonly used in the context of IoT. The review is essential to under-

stand and contextualize the reasoning behind the architectural decisions taken during the

development phase. It also describes the related work academically and commercially.

2.1 Communication Protocols

This section introduces popular message-oriented protocols, including AMQP, CoAP,

MQTT, and XMPP. These protocols deĄne rules, syntax, and semantics for message

exchanging. A message is the unit of data sent between clients and servers containing a

set of key-value pairs called properties. These protocols were selected arbitrarily based

on web search results and open-source community engagement.

2.1.1 AMQP

The AMQP provides a platform-agnostic method for data transport between applica-

tions and is used in various areas such as Ąnancial trading, transportation, smart grid, and

online gaming. It uses TCP for transport, and Transport Layer Security (TLS) / Secure

Sockets Layer (SSL) for security. The following scenarios are mentioned as potential use

cases: real-time feed of constantly updating data, delivery when the destination comes

online, and interoperability with all popular operating systems (AMQP, 2020).

Brokers receive messages from publishers, also known as producers, and route them

to consumers. The messages are self-contained, have no limit in size, does not enforce a

particular data format, and support a variety of delivery options such as point-to-point,

store-and-forward and publish-and-subscribe. It also has acknowledgments to ensure that

all messages are transmitted even after network disruptions (LUZURIAGA et al., 2015).

o Exchange: accepts messages from producers and routes them to message queues

according to pre-deĄned criteria stored on binding tables. A binding is a relationship
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consumers. They may be durable, temporary, or auto-deleted. Durable queues need to

be explicitly deleted. Temporary queues are deleted when the server shuts down. Auto-

deleted queues are deleted when they are no longer used. It is important to note that

the only way to ensure FIFO behavior is to have only a single consumer connected to a

queue. Otherwise, they may not behave like FIFO and are called "weak-FIFO".

The version 1.0 is an approved ISO/IEC international standard protocol developed

by the OASIS open standards consortium (ISO, 2020), and differs radically from versions

0-9-1 / 0-9 / 0-8. Version 1.0 does not attempt to deĄne a broker and, therefore, does not

describe exchanges, binding, and routing keys.

2.1.2 CoAP

The Constrained Application Protocol (CoAP) is a M2M protocol designed for con-

strained nodes and networks in the IoT that features reliable delivery, simple congestion

control, and Ćow control. The protocol is based on the Representational State Trans-

fer (REST) model and is an Internet Standards Document (RFC 7252). It uses minimal

device resources and works on micro-controllers with as low as 10 KiB of RAM and 100

KiB of code space (COAP, 2020).

It was designed for a smaller footprint using User Datagram Protocol (UDP) rather

than Transmission Control Protocol (TCP), and provides security by using Datagram

Transport Layer Security (DTLS) over UDP. One drawback of using DTLS to secure UDP

is that DTLS does not support multicast, which is a signiĄcant disadvantage of CoAP

when compared to other messaging protocols. In addition to that, DTLS handshakes

require additional packets that increase network overhead and may shorten the lifespan

of devices that run on batteries. (KARAGIANNIS et al., 2015)

CoAP uses the request/response pattern, and Hypertext Transfer Protocol (HTTP)

methods GET, POST, PUT, and DELETE to provide resource-oriented interactions in

a client-server architecture. ThereŠs a proposal for enabling publish/subscribe communi-

cation through a broker, which is currently in draft (KOSTER; KERäNEN; JIMENEZ,

2019). This broker would facilitate many-to-many communication, including store-and-

forward messaging between two or mode nodes, and would also avoid the need for direct

reachability between clients, making it suitable for event-oriented scenarios in IoT.

Messages are exchanged asynchronously and may arrive out of order, appear dupli-

cated, or go missing as the protocol is bound to UDP. For this reason, CoAP has its re-

liability mechanism featuring stop-and-wait retransmission with exponential back-off for

conĄrmable messages and duplicate detection for both conĄrmable and non-conĄrmable

messages. (SHELBY et al., 2014). There are four (4) types of messages that are used to

ensure reliability:

o Reset: indicates that a conĄrmable or non-conĄrmable message was received, but
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A server manages connections with clients and establishes the XML stream that ex-

changes resources with other entities in the network. A client connects to a server to

have access to the network and authenticates via Simple Authentication and Security

Layer (SASL). Server to server connection is possible after allowing inter-domain com-

munication (NĂSTASE; SANDU; POPESCU, 2017).

Comparison

Table 1 compares protocols according to the following criteria: (1) transport, (2)

security, (3) brokered architecture, (4) support to the publish/subscribe communication

pattern, (5) QoS levels, (6) Ćexible routing, and (7) header size in bytes. The analysis

provided by this comparison table is important to validate the reason why the protocol

AMQP is selected.

CoAP is UDP-based and has lower overhead when compared to other TCP-based

protocols for this reason. However, the lack of TCPs retransmission mechanisms may

cause more packet loss. In addition to that, support to publish/subscribe is not yet

supported by CoAP, which makes the protocol not suitable for event-oriented scenarios.

MQTT has lower overhead than AMQP but does not offer Ćexible routing. XMPP has

the disadvantage of not offering QoS support when compared to others.

Table 1 Ű Comparison of Communication Protocols

AMQP CoAP MQTT XMPP
Transport TCP/UDP TCP/UDP TCP/UDP TCP
Security TLS/SSL DTLS TLS/SSL TLS/SSL
Broker X - X -
Publish/Subscribe X - X X
Service Levels (QoS) X X X -
Flexible Routing X - - -
Header Size (bytes) 8 2 4 0

Source: Elaborated by the author
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2.2 Message Brokers

This section presents an overview of popular message brokers that support the protocol

AMQP, including Apache Qpid, Apache ActiveMQ, and RabbitMQ. A message broker is

an intermediate entity that offers messaging capabilities via standard or custom protocols

(MAGNONI, 2015). We also deĄne other important concepts before we delve into the

features offered by each message broker:

o Clusters: a group of messaging servers that spread the load of sending and con-

suming messages across many nodes, allowing a system to be scaled horizontally by

adding new nodes to the cluster.

o High Availability (HA): stands for the systemŠs ability to remain operational after

the failure of one or more nodes. The degree of high availability support varies

between messaging systems.

o Backup and Recovery: procedures to create and store copies of data to ensure data

integrity and consistency, avoid data loss during service and maintenance and easily

set up new nodes from previous backups.

o Federation: allows transmission of messages between brokers without requiring clus-

tering, which is useful for loose coupling of nodes and clusters under different ad-

ministrative domains.

o Persistence: commonly used by message brokers to store messages and queues on

memory, disk, or custom database services.

o Logging: the process of collecting and storing data from events that are commonly

used to audit behavior over a speciĄc period.

o Access Control: regulates user access to view and use resources from messaging

systems. Users may have their access granted to a particular set of features or

system actions.

o Web Management Console: a management interface accessed over the web to view

and control aspects of the broker, such as clusters, nodes, connections, queues,

messages, and users.

o Metric Tools: tools that offer metrics to monitor server performance and resource

consumption, usually as multi-dimensional time-series data that is used to generate

ad-hoc graphs, tables, and alerts.
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Clustering is offered on both brokers with an active/passive mode for high availability.

In this mode, many brokers work together to form a highly available group of two or

mode nodes capable of handling failures. A single broker stays active serving the clients,

while others are backups in the event of a failure. All operations in the active node are

automatically replicated to backup nodes, so a backup node may take over and become the

active node, if the active node fails. Broker-J supports backup and recovery by manually

copying Ąles after stopping the broker and nodes.

The C++ Broker supports broker federation by creating message routes that deliver

messages to exchanges on the destination broker. Federation are conĄgured using a pull

route in which the destination broker subscribes to the source queue on the source bro-

ker, or a push route in which the source broker contacts the destination broker to send

messages. Broker-J documentation does not mention support to broker federation.

Both brokers claim to provide pluggable persistence in addition to the regular message

persistence required for their functioning. However, no additional details were found by

the author at the time of writing. In regards to logging, both brokers support a variety of

loggers, including a FileLogger capable of writing a log Ąle to the Ąle system, a ConsoleL-

ogger capable of writing to stdout or stderr, and a SyslogLogger capable of writing to a

remote syslog daemon. The following severity logs are found on both: ERROR, WARN,

INFO, DEBUG, TRACE. However, only Broker-J has a web management console for

managing the broker. The web interface also allows to (1) add, remove, and monitor

queues and virtual hosts; (2) inspect, move, copy or delete messages; (3) conĄgure high

availability, and (4) change logging severity.

Access control is achieved via authentication and authorization. Authentication to

verify the identity of a user using SASL and a rule-based authorization mechanism using

Access Control Providers with Access Control Lists (ACL) rules. An ACL rule has match-

ing criteria that determine the actions each user is allowed to perform and the objects

that can be accessed.

2.2.2 Apache ActiveMQ

Apache ActiveMQ is an open-source messaging server developed by the Apache Soft-

ware Foundation that supports multiple message-oriented protocols, including AMQP,

MQTT, STOMP, and OpenWire. It currently has two versions, the classic 5.x broker and

the next generation Artemis broker that will become version 6 once it reaches a sufficient

level of feature parity with 5.x (ACTIVEMQ, 2020). It supports clustering, high avail-

ability, backup and recovery, federation, persistence, logging, access control, and comes

with a web management console.

The next generation (Artemis) is further analyzed for being more recent. It provides a

conĄgurable clustering model where messages may be load balanced between the nodes in

the cluster, and automatically redistributed between nodes to prevent resource starvation
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on any particular node. High availability is accomplished by linking servers together as

live - backup groups (active/passive) where each live server has one or more backup servers

that only become operational when a failure occurs. In this scenario, the backup node

stays in passive mode, ready to take over any time. The previous live server has the

priority to become the next live server when the current live server experiences a failure.

Automatically stopping the current live server once the previous live server comes back

up is also possible.

There are two supported policies for backup, shared store and replication. The shared

store policy shares an entire data directory between live and backup servers using a shared

Ąle system. The data is loaded from the persistent storage in the shared Ąle system when

a failure occurs, and a backup server takes over, which means that no replication happens

between live and backup nodes. The replication policy duplicates all the data received

by the live server on backup nodes. A backup server needs to synchronize all the data

from the live server before becoming operational, which is a downside depending on the

amount of data to be synchronized and connection speed.

Figure 6 Ű ActiveMQ Shared Store for High Availability

Source: (ACTIVEMQ, 2020)

There are two types of federation methods available, address federation and queue fed-

eration. Address federation behaves like a multicast between connected brokers, meaning

that every message sent to an address on Broker-A will be delivered to every queue on

that broker, but also to all attached queues on Broker-B. A queue federation provides a

method of balancing the load of a queue across remote brokers by linking queues together

and making them act as a single logical queue. It is suitable for cases such as increasing

queue capacity and migrating between two clusters.

The persistence may be done using file journal or JDBC Store. File Journal saves

data on disk and is highly optimized for the messaging use case. JDBC Store uses JDBC

to connect to a database vendor such as PostgreSQL, MySQL or Apache Derby. There are

many loggers available that log either to the console or Ąle or both of them. The severity

level in which messages are logged are FATAL, ERROR, WARN, INFO, DEBUG, or

TRACE.
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Access control is achieved via authentication and authorization. Authentication is

performed by the ActiveMQJAASSecurityManager manager that supports any standard

Java Authentication and Authorization Service (JAAS) login module. However, a legacy

and deprecated ActiveMQSecurityManager that reads user credentials from properties

Ąle is also supported. While ActiveMQ 5.x only has three (3) permission types (read,

write and admin), Artemis has nine (9) permission types for authorizing access to queue

addresses. Each type grants permissions to a speciĄc list of roles.

Artemis comes with a management console powered by (HAT, 2020). The console

supports the visualization of dashboards, threads, connections, sessions, consumers, pro-

ducers, addresses, and queues; and also allows the creation of new addresses and queues.

Metrics are exported to a variety of monitoring systems via the Micrometer facade.

2.2.3 RabbitMQ

RabbitMQ is a popular open-source message broker developed by Pivotal Software. It

is based on the Erlang language, runs on all major operating systems, and was originally

conceived to support AMQP 0-9-1. However, the broker also supports AMQP 1.0, MQTT,

and STOMP via plugins (RABBITMQ, 2020). Similarly to ActiveMQ Artemis, it sup-

ports clustering, high availability, backup and recovery, federation, persistence, logging,

and access control.

A cluster replicates all the data and state required for the operation of a broker across

all nodes, except message queues. Queues are visible and reachable from all cluster nodes

but reside on a single node by default. Replicating queues is possible with mirrored queues

for high availability. Each mirrored queue has its own master node and one or more

mirrors. All queue operations happen on the master node Ąrst and then are propagated

to mirrors. If the node that hosts the master fails, the oldest mirror is promoted to

master as long as it synchronizes. Although this feature enhances availability, it does not

balance load across nodes since all participating nodes do all the work.

High Availability is improved using Pacemaker and DRBD for an active/passive setup.

The Pacemaker is an open-source resource manager for clusters that provides corrects

response to any failure or cluster state (CLUSTERLABS, 2020). Distributed Replicated

Block Device (DRBD) is a distributed replicated storage system that provides the shared

storage in which the active node will write messages. Durable queues and persistent

messages from a node may be recovered once a failure occurs in this setup. This technique

combined with clustering is used to scale beyond a single node and preserve persistent

messages in the event of node failure.

Every node has a data directory that stores all the data from that node, including

deĄnitions and message store data. DeĄnitions are schema, metadata, or topology data

that can be exported and imported via the HTTP API and CLI tools. Messages can also

be backed up. However, a node must be Ąrst stopped before accessing its message store.
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The entire cluster must be stopped to avoid losing messages or having duplicates in a

cluster with mirrored queues.

Federation allows both exchanges and queues to be federated via a plugin. A federated

exchange or queue is capable of receiving messages from one or more remote exchanges

and queues on other brokers, called upstreams. A federated exchange routes messages

published upstream to a local queue, while a federated queue lets a local consumer receive

messages from an upstream queue.

Persistent messages are persisted to disk as soon as they reach the queue, while tran-

sient messages are persisted to disk only when the memory is under pressure. However,

it is important to note that persistent messages may also be kept in memory as the per-

sistence layer attempts to persist as much data to disk as possible. RabbitMQ uses the

Lager logging library to support different sources, such as Ąle, console, and syslog. Sever-

ity levels of log messages include CRITICAL, ERROR, WARNING, INFO, DEBUG, and

NONE.

Access control is achieved using authentication and authorization. Authentication

to identify who the user is, and authorization to determine what the user is allowed to

do. Authentication happens via credentials (username/password pairs) or X.509 certiĄ-

cates. It is performed after an application connects to RabbitMQ and before it is able

to perform any operations. The server checks user permissions after authentication and

authorizes access to resources such as virtual hosts, queues, and exchanges. Permissions

are distinguished between configure, write and read operations.

RabbitMQ comes with a management plugin that contains an HTTP API for manage-

ment and monitoring of nodes and clusters, a web management console, and a command-

line tool rabbitmqadmin. The management tool is very convenient for development and

includes the following features: (RABBITMQ, 2020)

o Create, list, and delete exchanges, queues, bindings, users, and permissions.

o Monitor message rates per queue, exchange, channel, or globally.

o Monitor node resources, including memory usage breakdown, available disk page,

and bandwidth usage on inter-node communication links.

o Import and export broker deĄnitions, including users, permissions, queues, ex-

changes, binding, parameters, and policies. This feature is used for setup automa-

tion of new nodes and clusters, as well as backup and restore.

A certain amount of overhead is introduced by the plugin since it is bound to the sys-

tem being monitored. For that reason, it is recommended to use long-term metric storage

and visualization services for production systems, such as Prometheus and Grafana. These

tools have built-in support and offer more powerful and customizable UI, decoupling of
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the monitoring system, lower overhead, and collection of node-speciĄc metrics that are

more resilient to node failures.

Starting with version 3.8, RabbitMQ offers a unique feature Ćag subsystem for upgrad-

ability. Feature Ćags are a mechanism that controls the features that are enabled or

available on all cluster nodes, allowing RabbitMQ nodes to determine if two versions are

compatible. If so, then two nodes with different versions can live in the same cluster, and

upgrades happen without shutting down the entire cluster. All supported features Ćags

are enabled by default when a node is started for the Ąrst time.

Comparison

Table 2 compares Qpid Broker-J, Qpid C++ broker, ActiveMQ Artemis, and Rab-

bitMQ, according to the following criteria: (1) AMQP version support, (2) programming

language, (3) clustering, (4) high availability, (5) backup and recovery, (6) persistence,

(7) logging, (8) access control, (9) federation, (10) web management console, and (11)

built-in support for metric tools.

They are all similar in terms of features. The most notable differences are the lack

of federation support on Qpid Broker-J, the lack of a web management console on Qpid

C++ Broker, and the lack of metric tools on both Qpid brokers. ItŠs also important to

note that there are slight differences between how a feature is supported across brokers.

For instance, even though all brokers support logging, the severity levels differ.

Table 2 Ű Comparison of Message Brokers

Qpid
Broker-J

Qpid
C++ Broker

ActiveMQ
Artemis

RabbitMQ

AMQP Version Support

1.0
0-10
0-9-1
0-9
0-8

1.0
0-10

1.0
1.0 (plugin)

0-9-1

Language Java C++ Java Erlang
Clustering X X X X
High Availability X X X X
Backup and Recovery X X X X
Persistence X X X X
Logging X X X X
Access Control X X X X
Federation - X X X
Web Management Console X - X X
Metric Tools Support - - X X

Source: Elaborated by the author
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2.3 Related Work

There are several studies that evaluate messaging protocols and distributed message

brokers. However, to the best of the authorŠs knowledge, there is no other academic study

pursuing the goal of performing interactive job execution across a Ćeet of network devices

with reliable message delivery.

From a commercial standpoint, many popular cloud solutions offer similar capabilities

such as Amazon Web Services (AWS) IoT from Amazon, Azure IoT Hub from Microsoft,

Google IoT Core from Google, and ThingsBoard. Table 3 compares these solutions in

terms of features. The comparison is from a quantitative standpoint and was made

considering the features based on official documentation and some briefs tests.

These solutions offer a similar list of features such as authentication, device manage-

ment, publish/subscribe model for communication, device assignment, job scheduling, ac-

tivity logs, and management UI. AWS IoT Device Management supports HTTP, MQTT,

and WebSockets (AMAZON, 2020). Azure IoT Hub supports HTTP, AMQP, AMQP over

WebSockets, MQTT, and MQTT over Websockets (AZURE, 2020a). Google IoT Core

supports HTTP and MQTT (GOOGLE, 2020). ThingsBoard supports HTTP, CoAP,

and MQTT (THINGSBOARD, 2020).

Table 3 Ű IoT Cloud Solutions
AWS IoT Core Azure IoT Hub Google IoT Core ThingsBoard

Protocols
HTTP
MQTT

WebSockets

HTTP
AMQP
MQTT

AMQP over WebSockets
MQTT over WebSockets

HTTP
MQTT

HTTP
CoAP
MQTT

CLI Tool X X X X
Authentication X X X X
Device Management X X X X
Publish/Subscribe X X X X
Device Assignment X X X X
Job Scheduling X X X X
Management UI X X X X
Activity Logs X X X X
Interactive Job Execution - - - -

Source: Elaborated by the author

A lack of an interactive terminal to view and interact with running jobs is observed

on all compared solutions despite the common offering of an interactive shell for remote

monitoring and management. However, itŠs important to point out that Runlet was

conceived as a proof of concept and does not intend to compete commercially with the

aforementioned cloud solutions.

A selection of academic studies are presented next, ranging from monitoring systems

to surveys that evaluate messaging protocols and message brokers. However, no mention

is made of interactive job execution in none of the studies.
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Table 4 compares previously mentioned systems in terms of protocols, reliable message

delivery, prototype, and interactive execution. Interactive job execution is not applicable

in none of the studies, which is further motivation for conducting this research.

Table 4 Ű Academic Systems
Study AMQP RabbitMQ Reliable Message Delivery Prototype Interactive Job Execution

(LIANG; CHEN, 2018) X X X - -
(KOSTROMINA; SIEMENS; YURII, 2018) X X X - -
(KRISHNA; SASIKALA, 2019) X X X X -

(HAPP et al., 2017) discusses features that a message-oriented middleware has to

meet the requirements of the IoT domain. It evaluates which features are supported by

some well-known open/pub solutions, including AMQP, MQTT, XMPP, and ZeroMQ. A

quantitative evaluation is performed in terms of throughput and latency measurements.

XMPP performs considerably worse than others in both aspects. AMQP performs better

than XMPP, but message throughput and average delays lack behind ZeroMQ and MQTT

for large numbers of small messages. However, it is important to note that MQTT doesnŠt

allow messaging clients directly, and ZeroMQ is no full-featured broker like AMQP.

(KARAGIANNIS et al., 2015) and (DHAS; JEYANTHI, 2019) survey the pros and

cons of a diverse list of application layer protocols, including AMQP, CoAP, MQTT, and

XMPP. The comparison underlies aspects such as transport, architecture, security, relia-

bility, and quality of service. (NAIK, 2017) also evaluates the aforementioned protocols

based on empirical evidence from the literature but does not consider dynamic network

conditions and re-transmission of packets incurred by overheads, which may affect com-

parison results. The computational capabilities of devices also inĆuence the selection of

a protocol.

(MAGNONI, 2015) does a similar work overviewing main concepts, technologies, and

services related to messaging solutions. The overview includes a walk-through of com-

munication protocols AMQP, MQTT and STOMP; message brokers ActiveMQ, Apache

Kafka, RabbitMQ, and ZeroMQ; and use cases where messaging-based communication

has been successfully adopted. The walk-through highlights features and differences be-

tween selected protocols and message brokers.

(LUZURIAGA et al., 2015) evaluates AMQP and MQTT over unstable and mobile

networks. The authors deĄne unstable networks as networks in which links are frequently

modiĄed or broken without control, like mobile and wireless networks in urban environ-

ments. The experimental results demonstrated that both protocols are robust and have

similar jitter behavior. AMQP delivery followed a ŠLast In, First OutŠ (LIFO) order

during message bursts, which caused message consumption in reverse order.

(DOBBELAERE; ESMAILI, 2017) presents a comparison framework to position Apache

Kafka and RabbitMQ quantitatively and qualitatively. The quantitative comparison in-

cludes aspects such as time decoupling, routing logic, delivery guarantees, ordering guar-

antees, availability, transactions, multicast, and dynamic scaling. The quantitative com-
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Chapter 3

Runlet

This chapter presents the architecture and reasoning behind architectural decisions

and technology choices. It also details each one of the components, including the cloud

storage, daemon, database, Graphical User Interface (GUI), and server.

3.1 Introduction

Runlet is a cross-platform application that features a daemon and a desktop manager.

The desktop manager includes both the daemon and a full-featured GUI that provides an

easy to use interface for managing jobs across a Ćeet of connected devices. The Advanced

RISC Machine (ARM) distribution supports ARMv6, ARMv7, and ARM64.

3.1.1 The Queuing Protocol

CoAP and XMPP protocols are discarded due to some of their characteristics described

in the previous chapter. XMPP does not provide any QoS options (DHAS; JEYANTHI,

2019), which makes the protocol not suitable for Runlet, ensuring reliable message delivery

is a crucial aspect of the application. CoAP seems like a great option from a resource usage

and network bandwidth standpoint. However, it is discarded due to its lack of support for

the publish/subscribe model (KARAGIANNIS et al., 2015). The publish/subscribe model

is a must-have for reaching optimal performance as job logs are updated continuously.

MQTT is an excellent option and very similar to AMQP in many aspects. They

both have brokered architectures, support the publish/subscribe model, use TCP for

transport and TLS/SSL for security, offer QoS levels for reliability, with MQTT having

the advantage of smaller header size (DHAS; JEYANTHI, 2019). However, extra features

provided by AMQP made the trade-off advantageous despite the increased overhead and

latency. AMQP has the advantage of having Ćexible message routing, reliable message

queues with Ąne-grained control over bindings, and multiple types of exchanges (AMQP,

2020).
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3.1.2 The Message Broker

RabbitMQ is the selected broker for the following reasons

o Web management UI for short-term metric collection and monitoring offers many

administrative features convenient for development.

o Built-in support for using long-term metric visualization tools such as Prometheus

and Grafana in production.

o Concise documentation and tutorials.

o Feature Ćag subsystem for upgradability.

o Very engaged community.

ActiveMQ Artemis also comes with a web management console, supports metric

tools, and has well-organized documentation and active community (ACTIVEMQ, 2020).

Nonetheless, the decision ultimately came down to a personal preference for RabbitMQŠs

management tool and built-in support to Prometheus and Grafana in production. Qpid

Broker-J and Qpid C++ Broker, on the other hand, fall short on development tools and

lack support for metrics (QPID, 2020). The Qpid community is also not as active and

engaged as both RabbitMQ and ActiveMQ communities.

3.2 Architecture

This section details the conceptual architecture composed of the following compo-

nents: GUI, daemon, server, database, and cloud storage. Fig. 9 shows the conceptual

architecture and communication Ćow between components.

GUI

The GUI is a cross-platform application that runs on all major operating systems such

as Mac, Linux, and Windows. It must provide a friendly interface for management and

monitoring of devices and apply concepts of reactive programming to observe, compute,

and react only to job changes.

Daemon

The daemon does job orchestration and triggers the server by job requests. It fulĄlls

user requests via Command-Line Interface (CLI) or GUI. In addition to that, it provides

an extra layer of security by encrypting logs on the local disk.
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Cloud Storage

A cloud-based solution is used exclusively for log storing. This eliminates ownership

costs associated with managing a data storage infrastructure and ensures data durability,

availability, and security. The object storage server offers the following features:

o Erasure Coding: data protection mechanism that breaks data into sectors and

store encoded redundant data pieces across different storage media.

o Bitrot Protection: the server never reads corrupted data and is capable of healing

corrupted objects on the Ćy, ensuring data integrity.

o Encryption: support to multiple encryption schemes to protect data at rest.

o Identity Management: ability to identify and control user access.

Server

The server is the central point of the architecture. It orchestrates the communication

between daemons and message broker through an API, persists data in the relational

database, and store Ąles in the cloud. A step-by-step example of how the desktop manager

handles a request is described next.

1. The desktop manager transmits a job execution request to the daemon.

2. The daemon sends the request to the corresponding API endpoint.

3. The controller method tied to the endpoint receives the request and enqueues the

message on the message broker.

4. The device is then notiĄed that a new execution is requested and starts executing

the job at the earliest convenience. All the other connected devices start receiving

the output data.

3.3 Implementation

This section details how components are implemented, including programming lan-

guages, frameworks, libraries, and hosting services. It also describes the structure of a

Runlet job and the reactive model followed by the desktop manager to reduce the number

of computations and CPU workload. Figure 10 presents the conceptual architecture with

entities replaced by selected technologies.
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3.3.2 Database

Runlet uses PostgreSQL, an open-source object-relational database that uses the

Structured Query Language (SQL) language and is highly scalable both in the amount

of data it can manage and in the number of concurrent users it accommodates (POST-

GRESQL, 2020). The database is hosted on DigitalOcean as a managed database iso-

lated from the droplet, which reduces the complexity of setting up and maintaining it for

production. The service also offers automatic maintenance and updates, daily backups,

end-to-end security, and automated recovery in the event of a failure.

The database stores data from workspaces, users, and jobs, as shown in Ągure 16.

Table Workspace includes workspace id, name, and RabbitMQŠs exchange name. Table

user includes user id, email, name, avatar, type, and RabbitMQŠs exchange name. Table

Job includes job id, client, daemon, job name, status, when the execution started and

Ąnished, scheduled date if scheduled, and a boolean that indicates if the job must be

killed. Each workspace must have one or more users, a relationship that is accomplished

through a UserWorkspace mapping table.

The database does not store job logs. They are shared between devices using Rab-

bitMQŠs messaging system. This decision reduces security concerns related to leakage of

sensitive information that records may have and improves performance by ensuring that

updates are queued and delivered reliably without the need for querying and storing large

amounts of data from a database. Most columnsŠ names are self-explanatory. However,

there are a few integer columns that match enumerated types according to the following

mapping:

o Job Status:

0. Pending: the job is waiting for execution.

1. Running: the job is being executed.

2. Error: an error has occurred while executing the job.

3. Finished: the job Ąnished its execution.

o User Type

0. Basic: default account type.

1. Pro: professional account with more features.
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3.3.4 Daemon

The daemon, written in Golang, is responsible for job orchestration and has an internal

queue that executes jobs in the received order, FIFO, as well as a parallelism controller

that helps to prevent CPU throttling by limiting the number of jobs that run in parallel.

It runs on machine startup as a background process capable of recovering from crashes

through a process restart.

Each daemon communicates with the server directly. It acts both as a producer

and a consumer simultaneously, meaning that jobs are triggered and executed from any

active node in the network. It supports the execution of selected methods via CLI by

appending the term runlet to method names, which is useful for script automation and

remote access on devices without a graphical interface. A brief description of currently

supported methods is presented next.

o runlet @config: to view and edit jobs.

o runlet @run: to run jobs by name.

o runlet @signin: to sign in to account using either a URL or a QR code.

o runlet @signout: to sign out from account.

The daemon is also responsible for End-to-End Encryption (E2EE) of logs, local disk

persistence, and data dispatch for cloud storage. Logs are Ąrst encrypted and persisted

on the local disk for quick access and then submitted to the cloud storage server. Logs

are only retrieved from the cloud when the local copy is outdated, according to the rules:

1. If the log does not exist locally: a local copy is created from the remote copy

and used for reading operations.

2. If log exists locally: the hash of the local copy is sent to the server and compared

with the hash present in the metadata of the remote copy. The remote copy replaces

the hashŠs local copy if different, and the remote copy has a more recent modiĄcation

date. Otherwise, the local copy is used for reading operations, avoiding unnecessary

updates.
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Jobs

Jobs are the basic blocks of Runlet and are deĄned either by manual inclusion via CLI

or using the GUI. Each job has the following properties:

o name: name of the job.

o description: brief description of the job.

o showDuration: boolean value that indicates whether the duration is displayed

after execution or not.

o script: single or multi-line string containing the commands that are executed by

the job.

o cwd: optional property to change the current directory.

o where: deĄnes where the job is executed. It gives the ability to set the execution

for local devices, all connected devices, any online device, or a custom list of devices.

The local device is selected by default.

o whereCustom: optional property to provide a custom list of devices, if the selected

value for the property ŠwhereŠ is ŠcustomŠ.

o every: optional property for scheduled execution. Cron-like and human-readable

syntaxes are valid.

o entrypoint: optional property to deĄne a command or script executed as the

entry point. Default values are /bin/bash for Linux and macOS, and cmd.exe on

Windows.

The following example shows the syntax of a job named runlet-website. This job

has a multi-lined script string that opens RunletŠs website and displays the job duration

after execution.

run le t −webs i te :

s c r i p t : |−

echo " Opening webs i te . . . "

open https : // run l e t . app

d e s c r i p t i o n : webs i te

showDuration : t rue
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Chapter 4

Experimental Evaluation

This chapter describes the experimental evaluation conducted to prove the hypothesis

that Runlet offers interactive job execution with reliable message delivery across a network

of heterogeneous devices. Section 4.1 describes the computational power of the server and

the testbed of devices. Section 4.2 describes the nature of the experiments. Section 4.3

discusses the experimental results.

4.1 Testbed Description

The server, currently hosted on DigitalOcean, is a standard droplet with two (2)

vCPUs, four (4) GB RAM, Ąfty (50) GB SSD storage, and four (4) TB of data transfer. A

vCPU is a processing power unit that corresponds to a single hyperthread on a processor

core (DIGITALOCEAN, 2020b). The testbed of devices used for the experiments is

presented in table 5, including device model, CPU, RAM, operating system, and an alias

used for study reference.

Table 5 Ű Testbed Devices

Alias Device Model CPU RAM Operating System

win Dell G5
Intel Core i7-9750H

@ 2.60GHz
16GB Windows 10

mac
Macbook Pro

Late 2013
Intel Core i5-4288U

@ 2.60GHz
8GB macOS Catalina 10.15.3

pi-1
Raspberry Pi

Model B Rev 2
Broadcom BCM2835
ARMv6 @ 700MHz

512MB Raspbian GNU/Linux 10

pi-2
Raspberry Pi 2

Model B Rev 1.1
Broadcom BCM2836
ARMv7 @ 900MHz

1GB Raspbian GNU/Linux 10

pi-3
Raspberry Pi 3

Model B Plus Rev 1.3
Broadcom BCM2837B0

ARMv7 @ 1.4GHz
1GB Raspbian GNU/Linux 9.11

Source: Elaborated by the author
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4.2 Experiments

This section describes the experiments that evaluate Runlet in regards to interactiv-

ity and reliability. Interactivity is tested under three scenarios of job executions, and

reliability is investigated by observing the broker after node and server failures.

4.2.1 Interactivity

Three (3) experiments are conducted to evaluate the userŠs capability of interacting

with job executions and making decisions when requested. A different job is executed

on each experiment to demonstrate not only unique types of interactivity but also how

Runlet handles the rendering of different outputs.

The Ąrst experiment veriĄes the ability to trigger a macOS job from a Windows man-

ager. The job is called brew-cask-upgrade and executes two commands: (1) neofetch

and (2) brew cu -a. neofetch is a command-line system tool written in bash that

displays information about the operating system and hardware (DYLANARAPS, 2020).

brew cu -a is a command from a tool called brew-cask-upgrade, which is a command-

line tool for upgrading outdated apps installed by Homebrew Cask (BUO, 2020). Home-

brew Cask is a tool that extends Homebrew and is used for installation and management

of macOS applications distributed as binaries (HOMEBREW, 2020).

The second experiment veriĄes the ability to trigger a job rpi-neofetch from a macOS

manager on two Raspberry Pi devices, pi-1 and pi-2. The job initially installs the

package neofetch using apt-get and then runs neofetch to obtain system information.

This is accomplished executing two commands (1) apt-get install neofetch and (2)

neofetch, and differs from the Ąrst experiment in a few ways:

1. A desktop manager is used to trigger the execution of a job on ARM devices that

only have the daemon installed.

2. The devices have different hardware conĄguration and set of installed packages,

which may require user interaction at some point to conĄrm operations.

3. It shows that individual decisions may be made for each device when a job is exe-

cuted across a network of devices under different conditions.

The third experiment shows how a Raspberry PI may be remotely monitored using

htop, which is an interactive text-mode process viewer for Unix systems (MUHAMMAD,

2020). This viewer is highly conĄgurable and gives the option to view information such

as CPU load, memory consumption, hostname, tasks, load averages, and uptime.



4.3. Discussion 65

4.2.2 Reliability

Reliability stands for the systemŠs ability of delivering queued messages after failure.

Two types of failures are investigated in this study: (1) node failure and (2) server failure.

The method used to investigate each one is presented next.

1. Node failure: the number of nodes in the cluster is downscaled from four (4) nodes

to a single node. This change does not cause any issues as RabbitMQ tolerates

individual nodesŠ failure as long as there are other known nodes in the cluster at

the time. It may also not affect queues as the current infrastructure uses queue

mirroring to replicate queues across nodes.

2. Server failure: the single node is removed for a brief period to observe how the

broker reacts in the absence of nodes. It does not cause any signiĄcant issues to

the server apart from becoming temporarily unavailable as the broker is conĄgured

to use lazy queues, a policy that moves messages from a large number of queue

types to disk as early as possible and loads them in memory only when requested.

These messages are expected to be retrieved from the disk after new nodes become

operational. All queues are also likely to return.

4.3 Discussion

This section describes the results from each experiment through screenshots of exe-

cuted jobs and monitoring metrics from Prometheus and Grafana.

4.3.1 Interactivity

Three (3) experiments evaluate interactivity. Each one of them contains a brief descrip-

tion of the experiment, the job deĄnition in YAML syntax, and the output explanation

supported by screenshots.

Experiment 1

A job is triggered by a Windows desktop manager to update system applications on

a macOS device using homebrew.
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Experiment 2

A job is triggered by a macOS desktop manager to display hardware and system

information from two Raspberry PI devices using neofetch.

rp i−neo f e t ch :

s c r i p t : |−

apt−get i n s t a l l neo f e t ch ;

neo f e t ch ;

d e s c r i p t i o n : neo f e t ch

showDuration : t rue

where : custom

whereCustom :

− pi −1,pi −2

pi-1

The Ąrst device is a Raspberry Pi Model B Rev 2 that has neofetch installed and skips

the package installation process for this reason. Figure 23 shows the complete output of

pi-a with both commands executed without any user interaction.

pi-2

The second device is a Raspberry Pi 2 Model B Rev 1.1 that does not have neofetch

installed and requires user interaction during its execution. Figure 24 shows the initial

output of pi-b, including the question "Do you want to continue? [Y/n]" asked to conĄrm

the installation of new packages required by neofetch. Packages are downloaded/installed

after conĄrmation [y], and neofetch is automatically executed right after, as shown in

Ągure 25.



















78 Chapter 4. Experimental Evaluation

Figure 30 shows that messages stop being transmitted for about 5 minutes during the

failure, but the process resumes as soon as the node joins the cluster again to take over.

The node establishes all the old connections and recovers persisted messages and queues,

which also results in no lost messages. The number of channels drops signiĄcantly as

previous connections and channels are closed. Grafana changes the color of the node from

yellow to green to differentiate instances of the same node.

4.3.3 Analysis with Related Work

This subsection compares Runlet to systems presented in Section 2.3 regarding pro-

tocols, reliable message delivery, prototype, and interactive execution. Table 6 presents

the comparison.

Table 6 Ű Academic Systems
Study AMQP RabbitMQ Reliable Message Delivery Prototype Interactive Job Execution

(LIANG; CHEN, 2018) X X X - -
(KOSTROMINA; SIEMENS; YURII, 2018) X X X - -
(KRISHNA; SASIKALA, 2019) X X X X -
Runlet X X X X X

Interactive job execution is not applicable in none of the studies apart from Runlet.

Besides that, this is the only study that presents an experimental evaluation that assesses

interactivity and reliability.
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Chapter 5

Conclusions

This study introduces a tool that achieves interactive job execution across heteroge-

neous devices using the protocol AMQP and the message broker RabbitMQ. A few po-

tential use areas include include Continuous Integration (CI), Continuous Delivery (CD),

and remote monitoring and management of devices.

The literature review performed in chapter 2 provides a clear understanding of com-

monalities and differences among communication protocols and message brokers com-

monly used in the context of IoT. The comparison reassures that the protocol AMQP

and the message broker RabbitMQ are the right choices for Runlet due to their unique

messaging capabilities.

AMQP was selected due to its Ćexible message routing, reliable message queues, and

multiple exchange types. RabbitMQ was selected based on a personal preference for

the built-in web management tool and support for Prometheus and Grafana, which are

considered advantages over Apache Artemis. The complete reasoning behind both choices

is presented in section 3.1.

The architecture and the motivation behind architectural decisions are discussed in

detail in section 3.2, including a conceptual view that introduces all the components and

an implementation view with entities replaced by selected technologies. The reasoning

behind the set of open-source components selected for dealing with interactive execution

is also presented throughout chapter 3.

The experimental evaluation is conducted in chapter 4 and proves the hypothesis

that interactive job execution on heterogeneous devices is achieved using AMQP under

a variety of scenarios and that message delivery is reliable even after node and server

failures. Thus, it can be concluded that both the primary and secondary study objectives

deĄned in chapter 1 were achieved.
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5.1 Main Contributions

The study contributes with an approach to interactive job execution across heteroge-

neous devices using the protocol AMQP and the message broker RabbitMQ. This combi-

nation showed to be very useful in the experimental evaluation as the broker could recover

messages and queues after node and server failure with no messages lost.

5.2 Technical Contributions

The application has been released on GitHub and is easily found over the internet.

The website with more information about the app, documentation, and download options

is available at https://runlet.app. Runlet has been downloaded over 3.000 times at the

time of writing, considering all package options and release versions.

The application was registered on INPI (Instituto Nacional da Propriedade Intelectual)

under process BR 51 2019 001725-0, and published in the RPI (Revista da Propriedade

Intelectual) 2537, page 7 on August 20, 2019.

5.3 Future Work

The roadmap for future work includes an experimental evaluation to benchmark scal-

ability by measuring message throughput and latency as the network grows. Also, the

analysis of the security measures put in place to ensure data protection from cyberattacks.
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